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Q-Day Is Approaching, and Traditional Encryption
Algorithms Are Facing Challenges!

Cryptographic

Impact from large-scale quantum

Algorithm Purpose computer

AES Symmetric key Encryption Larger key sizes needed

SAH-2, SHA-3 - Hash functions Larger output needed

RSA , Signatures, key

Public key ectablishment No longer secure

ECDSA, ECDH : Signatures, ke

(Elliptic Curve Cryptography) Public key gexchange y No longer secure

DSA , Signatures, key

(Finite Field Cryptography) Public key exchange No longer secure
Source : NIST IR 8105, ITRI (2024)  rE il 9) s
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Wide Applications of PKI
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Post-Quantum Cryptography (PQC)

S G S

NIST PQC Standardlization (R4)

CRYSTALS- CRYSTALS-

KEM Sighatures

Lattice Hash
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PQC Algorithm Basic Types

Lattice Hash Code Multivariate

TERMAREEZER ZIEEH - 85 - M7 ITRI CONFIDENTIAL DOCUMENT DO NOT COPY OR DISTRIBUTE



BRAE

Major Companies Adopting PQC to Prevent =™~
'‘Harvest Now, Decrypt Later’!

Apple: Uses PQC encryption in iMessage, with Google : Chrome 116 implements PQC-
unique keys for each message. based FIDO2 Security key.
CERTERA '
Google Chrome 116
Introduced

Quantum-Resistant Encryption

[Quantum-Resistant FIDO2 Security Key Implementation]

https://certera.com

 rE il 9) s
Source : forbes,certera, ITRI (2024/06) £ »
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Quantum Security Relies on the Integration of =™
Post-Quantum Safe Software and Hardware
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Lowering the Barriers: PQC Common Platform  mmwme
Deployment of PQC on Both Server and Client >

Provides a standard RTL circuit interface for Sgr\ger

. . . . ou .

integrating complete PQC algorithms or partial Client

accelerator components. A Application ]

Open Source

Complexity of PQC Security Architecture > s i 1
Offers PQC Core Algorithm Platform with NIST

standardized algorithms to facilitate digital logic design Native AP! | SWHW
End Point : Integration
verification. (Host) Driver
. . . Chip UART -~ 12C ~ SPI ]
Challenges of PQC Algorithm Libraries—>

Provides corresponding firmware algorithm libraries - “ e pin |-
and APIs for easy industry application integration. n PGA B — Silicon 1P
High Development Costs of ASIC Chips> E'H\_;g{ | I RTL — |len lE

PUF — —

Provides FPGA verification environment to assist in _

Y\
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specialized chip product design. iy

the feasibility validation of silicon IP and supports
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Developing FIDO2@PQC with PQC Common Platform
FIDO2@PQC
Authenticator — FIDO2@PQC

Server

Fast Identity Online

L X

PQC RTL iIn
PQC Common Platform

<User verlflcat|on | \ % FIDO2 CTAP2> ‘<F|D02 Webauthn>
User o
Require user identification

L/)’_l e
Identification perore private key can be used Private key (handle) per
account (Signed) Response

FIDO2 Server

ITRI FIDOZ2 Authentication with PQC protection
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The Use Case Demo Video e
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